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Abstract

Online advertising is an essential part of the web ecosystem.
When a user’s browser lands on a webpage, advertisers bid for
the ad space. An auction algorithm (e.g., Vickrey/second-price
auction) is executed to determine the winner and the price;
ideally, only this information is revealed, and everything else
(i.e., the losing bids and the bidder identities) is kept private.
However, achieving these privacy goals under a malicious
security model, while operating under stringent performance
requirements for online advertising, is challenging.

Obsidian enables secure Vickrey auctions for online adver-
tising with three ideas: a new Multiparty Computation (MPC)-
friendly encoding scheme that decouples bid values from
bidders’ identities; a novel use of function secret sharing to
shift the cost of encoding validation to an offline phase; and a
lightweight ring signature scheme to anonymously verify bid-
ders. Obsidian outperforms generic MPC and homomorphic
encryption approaches by orders of magnitude. Moreover, it
also surpasses the state-of-the-art system, Addax, which is
tailored to ad auctions under a weaker (covert) threat model
and leaks more information.

1 Introduction

Online web advertising must meet privacy goals while sat-
isfying stringent performance requirements at scale. Every
page load triggers a real-time protocol that handles sensitive
financial and personal data across a distributed set of parties,
spanning browsers, publishers, ad exchanges, and advertisers,
which must complete in hundreds of milliseconds. Online ads
generate over $260 billion annually in the U.S. alone [43],
making it the economic engine of the modern web, and pow-
ering the business models of major platforms, such as Google
and Facebook. Real-time ad auctions are the backbone of this
ecosystem. When a user visits a publisher’s site, their browser
initiates an auction via an ad exchange. The exchange shares
user metadata with advertisers, collects bids, runs the auction,
and delivers the winning ad—all within a fraction of a second.

Given the scale and financial stakes of online advertising,
its privacy concerns are increasingly gaining attention:

Bid Confidentiality. A major risk from the bidder’s (i.e., ad-
vertiser) perspective is the exposure of bid values ', which can
reveal sensitive business strategies. Advertisers’ bid amounts
often reflect proprietary information, such as targeting logic,
campaign priorities, or real-time business decisions—data that
can be exploited by a malicious ad-exchange. This risk is exac-

I'This corresponds to the setting of sealed-bid auctions.

erbated in Vickrey auctions, which incentivize bidders to dis-
close their true valuations. These concerns are not merely the-
oretical: Google has been accused of leveraging insider access
to past bid data to gain unfair advantages when its subsidiaries
participated in auctions [44]; additional reports allege that
Google pressured Facebook to abandon “header bidding”—a
more open and decentralized bidding mechanism—by offer-
ing privileged data advantages that skewed the auction in
Facebook’s favor [2]. Google has also been found to “tune”
the auction outcome to raise advertising revenues [13].
Bidder Anonymity. Another privacy concern of ad auctions
is the exposure of bidder identities, which can inadvertently
leak information about the user. Since advertisers are in-
vited to participate in an auction based on a user’s personal
data—such as browsing history, demographics, and inferred
interests—the very presence of a bidder reveals sensitive in-
formation about the user. For example, if a user is shown
ads for experimental cancer treatments, one could reasonably
infer that someone in their household is likely affected by
the disease. Hence, bidder identities serve as a proxy for user
profiling, and their concealment is key to better user privacy.
In response to these concerns [2, 28, 60], there has been a
concerted push toward privacy-preserving ad auctions from
both industry [9, 10, 11] and academia [65, 71, 72]. Google’s
recent FLEDGE/Protected Audience API (Section 2) sand-
boxes the entire auction within the browser, ensuring that sen-
sitive data never leaves users’ devices. However, this does not
provide formal cryptographic guarantees and has been shown
to be vulnerable to practical attacks [29]; placing the entire
trust onto the browser also creates concerns, since a malicious
browser could extract bid values/patterns and manipulate auc-
tion outcomes arbitrarily. The academic community has also
studied cryptographic protocols for secure auctions in the
context of secure multiparty computation (MPC), but most
existing solutions are designed for generic auction settings
and assume architectural features (e.g., direct communica-
tion among bidders or trusted third-party auctioneers) that
are incompatible with today’s web advertising infrastructure.
The most relevant work to our setting is Addax [72], which
specifically targets online ad auctions—it provides real-time
performance but is limited to first-price auctions and only pro-
vides covert security; it does not address bidder anonymity.
Obsidian closes this gap by enabling secure Vickrey auc-
tions with both bid confidentiality and bidder anonymity—
even in the malicious threat model. It also delivers real-time
performance while integrating seamlessly with today’s ad in-
frastructure. In Obsidian, each bidder’s value is secret-shared



between two parties—the browser and the ad exchange—
which then jointly execute an MPC protocol for the auction 2.
A conceptual challenge in secure Vickrey auctions is the
decoupling of bidder identities I and bid values V. In first-
price auctions, the values and identities are coupled together,
and once we sort the tuples [V,I] by bid values, the first entry
[v1,i1] determines both the winner and their price. However,
in Vickrey auctions, this entry only allows us to identify the
winner’s identity i;; we still need to look at [vy,i] to deter-
mine the second-highest bid. Hence, the auction needs to
maneuver carefully to avoid unwanted leakage—namely, v1,
which would reveal the winner’s original bid, and i>, which
would reveal the closest contender (linking them to their bid
vp). Breaking the coupling between I and V to execute the
auctions, and then securely linking them back to determine
the winner and price, therefore, is key in devising a solution.
Obsidian introduces three new ideas. First, we propose a
new Vickrey auction algorithm based on an encoding scheme
that decouples bidder identities from their bid values. This
algorithm is MPC-friendly, relying only on linear operations,
amenable to efficient implementation under secret-sharing-
based MPC. Second, while the above algorithm makes the
actual computation of the auction more efficient, it introduces
a new challenge in the malicious threat model—ensuring
that submitted encodings are well-formed (i.e., syntactically
valid). To resolve this, Obsidian’s MPC protocol leverages a
novel application of function secret sharing to shift the cost
of validating encodings entirely to an offline phase, therefore
achieving malicious security almost for free in the online
phase. Finally, achieving bidder anonymity becomes more
complex under the malicious threat model, as we must also
ensure that all participants are legitimate advertisers. Without
this, an unauthorized party could flood the auction with fake
bids. Obsidian addresses this by proposing a lightweight ring
signature scheme which allows each bidder to prove member-
ship in an authorized set without revealing their exact identity.
We have implemented Obsidian and evaluated it against
several baselines. Obsidian outperforms generic MPC (MAS-
COT [49] on MPSPDZ [48]) and homomorphic encryption
(SEAL [8, 31]) solutions by orders of magnitude, under the
same malicious security model. Compared to Addax [72],
which leaks more information for Vickrey auctions® and as-
sumes only a weaker covert security model, Obsidian im-
proves the performance by 15.4% for auction latency and
4 — 10x for ad-exchange throughput. These findings show
that Obsidian is a practical solution that can offer strong pri-
vacy guarantees without compromising on performance.

2 Motivation

Fig. 1 illustrates the workflow of online advertising. When a
browser (i.e., a user) visits a publisher’s website (e.g., Face-
book), it triggers three steps that ultimately result in an ad

2This model is known as the outsourced MPC paradigm [46]
3Leaks the value of the highest bid.
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Figure 1: The architecture and workflow of online ads.

being displayed on the page. /. Bid accumulation. Upon the
user’s visit, the publisher contacts an ad exchange (e.g., run
by Google), which forwards a bid request to a set of adver-
tisers * (e.g., Adidas, Nike) for the available ad slot. Each
advertiser computes a bid based on their strategy, and user in-
formation (e.g., browsing history, demographics, and inferred
interests), which may be maintained by both the publisher
and the advertiser depending on the tracking mechanisms.
2. Auction. The exchange collects all bids and executes an
auction to determine the winner—this is the heart of the en-
tire workflow and the focus of Obsidian. Obsidian aims to
provide a privacy-preserving solution for this stage, while
remaining efficient enough for real-time deployment. 3. Ad
delivery. The ad exchange forwards the winner’s ad tag to
the publisher to render their page and subsequently bills the
winning advertiser. Additional telemetry (e.g., click-through
rates, conversions, and other engagement metrics) may be col-
lected to analyze the performance of the ad campaign based
on the user’s interaction with the ad.

2.1 Need for privacy

In practice, today’s ad exchanges like Google’s Display &
Video 360 and Meta’s Audience Network collect plaintext
bids from advertisers on a central server, enforcing bid con-
fidentiality only through contractual terms of service. The
OpenRTB protocol [4], which governs the majority of pro-
grammatic advertising today, transmits bid requests and re-
sponses as plaintext over TLS, treating the exchange as a fully
trusted broker. These exchanges further share user data (like
demographics and history) to invite bidders, thus both the
bidder identities and their bids are known to these exchanges.

In response to growing regulatory and public scrutiny
over how user data is handled in online advertising, the ad
tech industry is giving browsers greater control over the
above process. A prominent trend across several propos-
als—including Turtledove [3], Parrot [5], Dovekey [1] and the
most recent Protected Audience API [11] (formerly known as
FLEDGE)—is to run the entire ad auction within the user’s
browser. This grants users greater agency by allowing them

“Typically, a publisher is represented by a supply side platform; advertis-
ers are represented by demand-side platforms, which operate ad servers and
participate in real-time auctions on their behalf.
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Figure 2: Steps covered by Obsidian are marked in red.

to control which bidders can participate, and hides bidder
identities from both publishers and ad exchanges, thereby pro-
tecting users’ privacy. However, this browser-centric model
places complete trust in the user. Since the entire auction runs
locally on the user’s device, a malicious user can relatively
easily extract the values of all private bids, violating bidder
privacy. Worse still, a more devious user could arbitrarily tam-
per with the auction process, compromising its integrity. To
mitigate these issues, other proposals such as Dovekey [1]
and Ibex [71] instead outsource the auction to two or more
non-colluding servers (e.g., the bidders themselves [39, 52])
using MPC. However, generic MPC approaches introduce sig-
nificant performance overhead, limiting practical deployment.

2.2 Obsidian

Obsidian builds on the existing ad infrastructure with minimal
modifications (Fig. 2), in the (2+1)-party setting which is an
MPC model known for its efficiency [22, 68]. The protocol
is divided into offline and online phases. The offline phase is
independent of the input data (i.e., the bids) and can be exe-
cuted at any time in advance, amortized across many auctions,
since a single offline execution generates material for a batch
of upcoming auctions and can be scheduled opportunistically
during device idle time. The online phase performs the actual
auction computation after the bids have been collected: the
bidders’ values are secret-shared between two parties—the
browser and the ad exchange—who jointly execute an MPC
protocol to run Vickrey auctions. An auxiliary server (i.e.,
“dealer”) participates only in the offline phase to generate and
distribute correlated randomness to both the browser and the
exchange, but it is not involved in the online execution. As a
result, our protocol is asymmetric, with the dealer performing
a different set of tasks than the browser and the exchange.
This design allows us to offload the computationally inten-
sive work to the offline phase, maintaining high performance
during the online phase. This setup places an overhead on
the browser computing linear operations over secret shares
in the online phase, while the offline phase can be run asyn-
chronously. This is consistent with recent industry proposals
shifting more computation to the browser for better privacy.
Existing services like Divvi Up [42]° provide infrastruc-
ture for non-colluding auxiliary servers, and could fulfill the
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role of the dealer in practice. The offline phase can be sched-
uled during periods of device inactivity (e.g., overnight while
charging), minimizing user disruption. It is also possible to
eliminate the dealer entirely by using a separate MPC protocol
between the browser and the exchange to generate the neces-
sary randomness, albeit at a higher computational overhead
during the offline phase.

Threat Model. Obsidian is designed to operate under the
malicious threat model. During the offline phase, either (1)
the dealer may be malicious, providing ill-formed correlated
randomness that must be verified; or (2) one of the browser or
ad exchange parties may be malicious. In this case, the entire
MPC computation must be performed in a “dishonest major-
ity” setting [22, 68] due to our asymmetric protocol design,
since the dealer does not participate in the online phase. Dur-
ing the online phase, either the browser or the ad exchange
may be corrupted and attempt to violate the privacy goals
stated above. Additionally, any number of bidders may be
malicious and collude with a corrupt browser or ad exchange.
Security Guarantees Bid Confidentiality. The value of ev-
ery bid, except the second-highest one, remains private. This
is inherent to Vickrey auction semantics, since the winner
pays the second-highest price. Any winning party, by design,
learns the price they must pay; this does not constitute a pri-
vacy leak beyond what the auction mechanism itself requires.
Bidder Anonymity. Obsidian adheres to the privacy goals of
recent in-browser auction proposals, ensuring that only the
browser learns the identities of participating bidders. After
the auction is executed, only the browser learns the identity
of the winning bidder, but it does not learn the bid rankings
of the losing bidders. Moreover, the ad exchange, publisher,
and other bidders learn nothing about the identities of any
bidders—not even the winner. As a result, all bidders remain
completely anonymous to all parties except the browser.
Non-Goals. Obsidian focuses strictly on the privacy con-
cerns that arise during the computation of the auction out-
come—beginning from the moment bids are submitted and
ending when a winner is selected. In particular, in the pre-
auction phase: (1) how the bidders are decided upon and
vetted, (2) how the bidders compute their bids (based on in-
formation about user profiles and internal business logic), are
beyond the scope of Obsidian. Nevertheless, it is straightfor-
ward to address them by combining Obsidian with existing
techniques for oblivious bidding, such as those proposed in
Ibex [71]. Similarly, in the post-auction phase, (1) how the
ad gets delivered and rendered on the webpage and (2) how
the exchange privately bills the winning advertiser, are or-
thogonal to our design. These tasks can also be supported by
integrating Obsidian with existing systems [30, 55, 66].

3 Vickrey Auction Algorithm

Challenge. A naive approach to implementing Vickrey auc-
tions in a two-party MPC setting is to securely (and partially)
sort all bids, extract the top two values, and return the index of



the highest bid along with the second-highest value. However,
this is computationally expensive because secure compar-
isons, being non-linear operations, are not amenable to linear
secret-sharing schemes. Each secure comparison incurs signif-
icant computational and communication overheads, requiring
multiple rounds of interaction [56, 57]. While garbled circuits
handle such non-linear operations more efficiently, they incur
a high communication cost that grows with the number of
bidders. In practice, auctions must complete within hundreds
of milliseconds to meet the stringent latency requirements of
real-time bidding systems [7, 12]. Consequently, achieving
both high throughput and low latency is critical, rendering
both approaches ill-suited for practical deployment.

Our Approach. We address the problem by proposing a
novel Vickrey auction algorithm specifically designed to be
MPC-friendly. The algorithm relies solely on linear opera-
tions, making it compatible with secret-sharing-based MPC
protocols. This is important as linear operations require no
interaction between parties during the online phase, and all
communication is a single round of share exchange. Network
latency is minimized as the round-trip count remains constant
regardless of the number of bidders or the bid domain size.
For clarity, we first present the algorithm as it would run in
the clear, and defer its secure implementation in MPC to the
next section. We assume n bidders, each with a private bid
b;. Without loss of generality, bids are discrete and belong to
the domain [d] = {1,---,d}. We initially assume there are no
ties, and later explain how ties can be handled.

Algorithm. Our algorithm works in three stages:

Encoding Bids. First, a bid value b € [d] is encoded as a binary
vector with 1s followed by b-1 trailing Os:

E(b) =|1,...,1,0,...,0]
—— —

d—(b—1) b-1

All bids form a matrix b € {0,1}"*?, where the row b[i][:]
corresponds to the unary encoding E(b;) of the i-th bidder.
Computing the Second-Highest Bid. We compute the column-
wise sum of b and denote the j-th column as ¢; = Y/, b[k][j].
Since b[k][j] = E(bx)[j] =0,V < by, this corresponds to the
number of bidders with bids at most j. Hence, the second-
highest bid corresponds to the smallest j* such that cj» =
n— 1. That is, n — 1 bidders bid at most j*, with at least one
bidder placing a bid of exactly j*.

Identifying the Winner. Finally, the winner has placed a bid
strictly greater than j*, making them the highest bidder. We
can identify the winner as the unique row k* in b, such that,
b[k*][j*] = E(bis)[j*] = 0, encoding a bid higher than j*.
Example: The following table illustrates this for a simple
example with four bidders and a bid domain of size 8. The
column-wise sum rises to n — 1 = 3 (where n = 4 is the num-
ber of bidders) at the column index of 5. Hence, j* =5 and
the second-highest bid is 5. Among the bidders, only Bidder
3 has a 0 at this position, meaning that it has a higher bid and
is identified as the winner.

[

-

Algorithm 1 Obsidian’s Vickrey Auction Algorithm

Input: Bids {b;,---,b, } where each b; € {1,...,d}
Output: Winner index k* and second-highest bid j*
(* Encode bids *)
for k=1tondo

Encode by, into bit vector E(by ) of length |d|:

1 ifby>i
E(by)[i] = POR=T fori=1,...,|d|
0 otherwise

(* Column-wise sum *)

s for j=110|d| do

| =Y Bl

7 (* Identify second-highest bid, may have ties *)
8 T < n—1//Initialize threshold to handle ties
9 while j* not found do

10
11
12

13

14

15
16

for j=nto1do
if c; =T then

L Je

break
L T < T — 1 // Decrease threshold
(* Identify winner *)
fork=1tondo

if E(by)[j*] = 0 then
L Set k* < k break

Resolving Ties. Next, we consider resolving ties when there
are t > 2 bidders who have placed the highest bid (i.e., the
maximum value among all bids), the smallest index j* with
cj+ = n—t corresponds to the second-highest value. The win-
ner is now selected at random from all 7 bidders (rows) with a
0 in the j*-th column.

Bidder 8 7 6 5 4 3 2 1
Bidder1(bid=5) 1 1 1[1]|0 0 0 O
Bidder2(bid=3) 1 1 1|1|1 1 0 O
Bidder3(bid=7) 1 1 O0[0[|0 O O O
Bidder4 (bid=2) 1 1 1|(1|1 1 1 0
Column Sum 4 4 3132 2 1 0

The correctness of the algorithm is formalized by the fol-
lowing lemma, we include a proof for this in Appendix 1.

Lemma 1. Algorithm 1 implements Vickrey auction.

Moreover, this algorithm can be implemented using simple
linear operations, and the structure of our encoding allows us
to clearly disentangle the bid values (columns) from the bidder
identities (rows). This separation is the key to efficiently
implementing it under MPC, discussed next.

4 Obsidian Design
4.1 Building Blocks

Linear Secret Shares. LSS is an MPC technique that allows
mutually-distrusting parties to securely compute over secret



inputs. We use [x] to denote a linear secret sharing of an in-
put x € F. Throughout, F denotes a finite field, and A is the
security parameter governing the computational security of
the cryptographic primitives. Each party P; holds a share [x];
such that Z{;l [x]; = x. LSS supports local linear operations.
Authenticated Secret Shares. We use SPDZ-style [35, 50]
Auth-Secret shares, which ensure the integrity of the shared
secrets. This approach augments the secret shares with an
additional sharing of an information-theoretic message au-
thentication code (IT-MAC). Each party shares [}] for a secret
MAC key y € T, and for a shared value [x], they also share
the corresponding MAC [y-x]. We denote (x) = ([x],[y- x])
to be the authenticated secret sharing for a secret x and
(x); = ([x],[y-x]) € F? as the authenticated secret share held
by party P;. ASS also supports local linear operations.
Function Secret Share (FSS). A two-party function secret
sharing [23, 24] scheme splits a function f into succinct func-
tion shares such that individual shares provide no information
about function f, yet when their evaluations are aggregated at
any input point x, they reconstruct the correct output f(x). A
two-party FSS construction consists of a pair of algorithms:

* Ki,K> « Gen(1*, f): Takes as input the security param-
eter 1* and a function specification f, generates and
returns two keys Kj and K.

* y; < Eval(K;,x): Takes as input a key K; and an evalua-
tion point x, then outputs a value y; representing the i-th
party’s share of f(x).

The correctness property ensures that combining the evalu-
ation outputs y; +y, = f(x) for any input x. We focus on
distributed point functions (DPFs), which implement FSS
for point functions f;, g where f,, g(a) = P and f g(o') =0
for all o # o.. We denote the DPF generator algorithm as
Gen(1*, 0., B), with evaluation performed using Eval. For foups
if e = Eval(Kj,x) + (Kz,x) for x over the entire function
domain |D|, the expanded shares are of the one-hot form:
e=(0,...,0,B,0,...,0) where B appears at position o. The
evaluated share for party i at x is then the i-th share of this
one-hot encoding, i.e., y;(x) such that y; (x) +y2(x) = fo.p(x)
for all x. We use EvalAll to denote a full domain evaluations
which can be performed more efficiently.

Verifiable Function Secret Sharing (VFSS). VESS extends
FSS by enabling parties to check that the shares are well-
formed. Specifically, in the context of DPFs, it allows the
parties to check that the expanded vector is indeed a valid
one-hot encoding. This is typically done with the help of
malicious sketching protocols [21, 68].

Commitment scheme A commitment scheme allows a sender
to commit to a secret value and later open it in a verifiable
way, such that a receiver can verify whether the revealed value
is consistent with the committed one.

Signature scheme A digital signature scheme enables a
signer to provide cryptographic authentication for a message,
which a receiver can subsequently verify. The scheme is for-
mally characterized by three algorithms:

* (sk,pk) & Sig.keyGen(1%): Takes the security parame-
ter 1* as input & generates a sign-verify key pair (sk, pk).

el Sig.sign(sk,m): Given a signing key sk and mes-
sage m, produces a signature G.

* b + Sig.verify(pk,c,m): Takes a verification key pk,
signature ©, and message m, then returns b =1if Gis a
valid signature on m under pk, and b = 0 otherwise.

Ring signatures are a special type of signature, where a user
adaptively defines a ring R of users (of which it is a member),
and then generates a signature that can be verified as having
been generated by some user in that ring (without revealing
precisely which one; formal definition is in App. A.3).

Key Agreement Protocol. A key agreement protocol consists
of a tuple of the following three algorithms:

* (pp) & KA .param(1%). The parameter generation algo-
rithm samples a set of public parameters pp with security
parameter X.

* (pk,sk) & KA.gen(pp). Key generation samples a pub-
lic/secret key pair from the public parameters.

* sk;; «+ KA.agree(pk;,sk;). The key agreement protocol
receives a public key pk; and a secret key sk; as input
and generates the shared key sk;;.

Unless stated otherwise, we assume the following key gen-
eration algorithm: (sk,g**) < KeyGen(g,G), where g is a
generator of a cyclic group G in which the Decisional Diffie-
Hellman (DDH) assumption holds.

Anonymized Bulletin Board. We assume the availability
of a public, anonymized bulletin board U, accessible to all
parties, as in prior work [20, 62, 63]. In practice, U can be
implemented as an append-only log hosted at a public web
address, allowing anyone to post messages anonymously. All
parties have read and write access to U, which serves as a
broadcast mechanism [59].

Authenticated Encryption provides confidentiality and in-
tegrity guarantees for messages exchanged between two par-
ties. It consists of a tuple of three algorithms as follows:

e k& AE.gen(1%) The key generation algorithm outputs
a private key k where K is the security parameter.

exd AE.enc(k,x). Encryption takes as input a key k and
a message x, and outputs a ciphertext x.

* x < AE.dec(k,x). Decryption takes as input a ciphertext
and a key and outputs either the original plaintext or a
special error symbol L on failure.

Pseudorandom Function. A pseudorandom function (PRF)
is a deterministic function from a random seed and an in-
put, such that the output is computationally indistinguishable
from truly random one. Here we use the Dodis-Yampolskiy
PRF [36] which is detailed in App. A.1.

Non-interactive Zero-Knowledge Argument of Knowledge.
We use non-interactive zero knowledge argument ZK and
argument of knowledge ZKPoK for a relation X. For our
purposes, we require the following properties from ZK and



ZKPoK: Perfect completeness; Computational Soundness;
Computational Zero-Knowledge.

4.2 Workflow

Challenge. Consider the basic approach: each bidder encodes
their bid using E, generates secret shares of the encoded vector,
and sends these shares to the browser and the exchange to
execute Algorithm 1. While this protocol is efficient, as it
only involves linear operations, it still faces an important
challenge in the malicious threat model. Specifically, a corrupt
bidder could send a malformed encoding—that is, a vector
that does not conform to the expected format (a contiguous
sequence of 1s followed by Os)—and can compromise the
correctness of the protocol. Verifying that an encoding is
well-formed involves detecting a single transition from 1 to 0.
Naively performing this check requires secure multiplications
to compare adjacent bits, which scales as O(nd). Since each
secure multiplication involves interaction between parties, the
verification process incurs significant communication cost.

Our Approach. We address this challenge through a novel
use of VFSS, which shifts the task of generating shares of
the encoded bids from the bidders to the three computation
parties — browser, exchange, and the dealer. Concretely,
Obsidian makes two key observations. First, if a bidder with
bid b generates VFSS keys for the DPF f;, ;—which outputs 1
only on input b and 0 elsewhere—and shares these keys with
the browser B and the exchange E, then the resulting outputs
can be locally transformed into secret shares of E(b). These
shares can then serve directly as inputs to the MPC protocol
that securely executes Algorithm 1. Now this introduces
the additional overhead of verifying that the FSS keys are
well-formed (i.e., they encode a valid DPF). This is where
our second observation comes into play: the verification
process can be entirely offloaded to an offline phase with
the help of the dealer D. As a result, Obsidian incurs no
additional overhead in the online phase for verifying the
well-formedness of bids. By leveraging this novel usage of
FSS, Obsidian achieves malicious security (almost) for free.

Detailed workflow. For ease of exposition, we begin
with a relaxed setting where the exchange can learn the
identities of the bidders just like the browser. Concretely,
at the end of the protocol execution, both the browser and
the exchange learn the identity of the winner and the price
to charge, but nothing more. Importantly, the privacy of the
losing bid values remains protected, and so does the bid
ranking of all losing bidders. In Section 4.3, we extend the
protocol to hide bidder identities from the exchange as well.
4.2.1 Setup Phase Obsidian has a one-time setup phase
where all parties are initialized with the system-wide parame-
ters, namely the security parameter A, public parameters for

the key agreement protocol pp & KA .param(1*), and a field
IF. Let V* denote the set of all legitimate bidders, i.e., adver-
tisers who have registered with the exchange. In each auction,

— — — —
2. Get f(y) |3. Shift
f(y) masked vectors y [fy) y [fy)
0[O pid for b byx [ | |8
1.0ffline . . |inonline| - . . |z |
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shares f; 1 Shares f, 1 Shares E(b)

Figure 3: Workflow for using FSS to convert masked bid into
shares of the encoded form of the bid.

the browser selects a subset of these bidders to participate.
We assume that all the parties—browser B, exchange £ and
all the bidders in V*—are authenticated with the help of stan-
dard public key infrastructure (PKI). This PKI enables the
parties to register identities (public keys), and sign messages
using their identity (associated secret keys), such that others
can verify this signature, but cannot impersonate them [61].
Additionally, both the browser and the exchange establish a
common secret key with each bidder V; € 9* using the key
agreement protocol, denoted by sk ; and sk ; respectively.
Finally, we assume that the browser and exchange commu-
nicate over a private, authenticated channel. All parties also
have both read and write access to the public bulletin board
U via anonymous communication channels [37].

4.2.2 Offline Phase. In the offline phase, we leverage the
dealer D to generate the FSS keys. Since the dealer does not
know the actual bids (which are only revealed during the on-
line phase), it generates FSS keys for a random DPF, i.e., f1
for some random r € [d]. These keys can later be converted
to correspond to the DPFs of the actual bids during the online
phase. We now describe how Obsidian securely verifies the
correctness of these keys under the malicious threat model.
Our design follows the general approach proposed by [68],
which we briefly summarize. In this setting, two main chal-
lenges must be addressed:

* Browser B or exchange ‘E is malicious. Given that the
FSS keys are correctly generated by the dealer, the shares
obtained by expanding these keys will later be converted
into secret shares of the bid encodings during the online
phase. Hence, the challenge is to ensure that B and ‘£
perform the correct computation over these expanded
shares for the auction algorithm in the online phase.
To address this, we require the expanded values to be
authenticated secret-shares, i.e., shares augmented with
SPDZ-style MACs (see Section 4.1). Since the DPF en-
codes a point function, the corresponding MAC shares
also form a DPF. As a result, we can meet this require-
ment by having the dealer generate not only the FSS
keys for the DPF f;, 1, but also additional FSS keys for
the MAC shares f;y, where o is a global MAC key.

e Dealer D is malicious. Here, we have to verify that the
DPF keys and correlated randomness » generated by the
dealer are well-formed. This corresponds to verifiable



FSS (see Section 4.1) and is enforced with the help of a
malicious sketching scheme.
Concretely, in the offline phase the dealer D samples a ran-
dom index r € [d] and a MAC key o € F and generates two
pairs of DPF keys as:

(K2, KE) & BSS.gen(1*,1,1), (K2 KZ) & FSS.gen(1*, 1, )
The dealer then sends to the browser B the keys {K? KZ},
along with the linear secret shares {[r], [®t]5}. It sends the
analogous keys and shares to the exchange £. Next, the par-
ties 6 € B, E engage in a malicious sketching protocol which
verifies the following properties:

* K%,KS form shares of well formed DPFs
* [r]s form shares of the index of the DPFs

* The expanded shares [y|s = FSS.evalAll(K,) and [m,]s =
FSS.evalAll(Kq,) satisfy my, = ai-y

The details of the sketching scheme are provided in Ap-
pendix A.4. Instead of using two separate keys, an optimiza-
tion is encoding both the function & its MAC shares within
a single DPF key by extending its payload. This effectively
halves the cost of FSS.evalAll. The dealer generates n such
keys for DPFs of the form f(,, 1), i € [d],i € [n] (and their cor-
responding MACs) where # is the upper bound on the number
of bidders participating in the online phase of each auction.
Additionally, it generates d DPFs over the domain [n + 1]°.

Lastly, the dealer 9 generates shared random bit strings
with both the browser ({vg;}} ;) and the exchange
({ve,i}’,) , each of length determined by the security pa-
rameter A. It then publishes the commitments to the random
masks used in the DPFs, specifically H(r;||V ||V ), on the
bulletin board.

4.2.3 Online Phase We begin by considering the relaxed
privacy setting, where both the browser B and the exchange
E share the same view of the protocol. In this setting, both B
and ‘E are aware of the set of bidders ¥ C V* = U},---, V),
participating in the current auction. As noted in Section 2.2,
the selection mechanism for ¥ is out of scope for this work.

Recall that from the offline phase, B and E hold n+ 1
authenticated shares of one-hot vectors in {0, 1}%, denoted by
i), 11. These are constructed by expanding the DPF keys
for the functions f{,, 1) and f{;, ). Each share (y;) consists of
linear secret shares [y;] and their corresponding SPDZ-style
MACs [my,] such that my, = o-y;.

We now describe how to use the shares (y;) to obtain au-
thenticated shares of a bidder 4/’s bid b,. For each bidder
7/, the browser encrypts its share of the corresponding ran-
dom index [r;] and the bit string V3 ; using an authenticated
encryption scheme with their common secret key skg; as

6 Again, without loss of generality, we assume n+1 to be a power of 2

AE.enc([r]g|[vs,,skas ;) and posts the ciphertext to the pub-
lic bulletin board U. The exchange performs the same opera-
tion with its own share [r;]z and the bit string v ; using the
common secret key ske ;.

Each bidder 7/ retrieves both ciphertexts from the bulletin
board and decrypts them using the respective shared keys to
reconstruct the full mask r;. The bidder then verifies that r;
matches the commitment com,, previously published by the
dealer D’. If the check fails, indicating that incorrect shares
may have been submitted, the bidder aborts the protocol. If
the check passes, the bidder computes their masked bid value
as a; = b; — r;. To further prevent the dealer from learning
b; (since the dealer knows r;), the bidder encrypts a; sepa-
rately under the shared secret keys with the browser and the
exchange. The bidder then publishes the resulting ciphertexts
on the bulletin board.

Upon receiving the ciphertexts, both B and E decrypt their
respective ciphertexts. Using the revealed value a;, they can
derive additive shares of a shifted vector (J;), defined as:

(ili]) = (ilj +ai] mod d)

It is easy to see that this shifted vector corresponds to the
shares of the DPF f}, ;. Next, the shares for (3;) = (E(b;))
can be constructed as

il]) = @1l
Gildl) = 5ili = 1) +5ilJ1,J € [2,4].

The shares constructed this way are guaranteed to be well-
formed (i.e., correspond to a valid encoding) since the FSS
keys were verified in the offline phase. We further highlight
the workflow for converting a masked bid to its encoded form
using FSS keys expanded in the offline phase in Fig. 3.

From here, Obsidian assembles the matrix of bid encodings
(b) and proceeds to compute the auction algorithm 1. In par-
ticular, the browser and the exchange can now locally compute
the shares of the column-wise sum as (c;) = Y;_, (b[k][/]).
and securely compute the column sums needed for the auc-
tion. However, two technical challenges must be addressed
before we can proceed to computing the value of the second-
highest bid. First, we have to determine whether there exists
a tie. Second, we can reveal only the smallest index j such
that ¢; = n — k where k is the number of bidders tied for the
highest bid. Revealing anything else about the rest of the c;s
leaks extra information. A straightforward approach is to eval-
uate the predicate (c;) == n— 1 sequentially for each j in
ascending order until the condition is met. If no such index
exists, this implies a tie at the highest bid, and the process
can be repeated with the condition (c;) == n—2, and so on.
Note that in Vickrey auctions, the number of tied bidders and
their identities are part of the output to be revealed.

"The appropriate commitment can be identified using a logical identifier
embedded in the ciphertexts by both the browser and the exchange.



However, this naive method requires communication
rounds that scale with the size of the bid domain, which is
inefficient for latency. To address this, we again leverage FSS.
In particular, we first convert (c;) to shares of the DPF Jejts
over the domain [r]. This can be done similarly to the strat-
egy mentioned above, with a slight modification. Let <y§>?11
be the shares of DPFs over the domain [1] expanded in the
offline phase. Now the browser and the exchange can directly
perform an authenticated opening of 7; = r;. —c;j where r}
is the random index of (). Using t;, (;) can be shifted to
form the shares of f. j,1as before. Let this resulting share be

denoted by the one-hot vector (' ;). For ease of exposition,
assume there is no tie at the highest bid. Then there must exist
some j such that ¢; =n — 1, and at least one of the vectors ¥;

will have its (n— 1) entry set to 1, ensuring

d
1+ Y yiln—1]>1
j=1

Instead of computing this inequality directly over secret
shares—which would be expensive, as it involves non-linear
operations—we again employ FSS to perform this check ef-
ficiently. We treat this sum as a lookup input to a function
represented via FSS: if the sum is 1, the function returns
1; otherwise, it returns 0. We convert Z[]{:] (yz [n—1]) to the
shares of its one-hot vector representation using FSS as above.
Let this be denoted by (h). Now, for the above equation to
hold, we must have h[1] = 0; the browser and the exchange
can reconstruct (h[1])® and verify this.

Once the absence of a tie is confirmed, we proceed to solve
the second challenge: identifying the smallest index j for
which ¢; = n — 1. Since the column-wise sums {c,}_, are
monotonically increasing, this index can be determined ef-
ficiently by testing whether ¢; > n— 1 for each j. Unlike
the naive sequential approach, this test can be performed in
parallel across all indices. The smallest index satisfying the
condition corresponds to the second-highest bid. This test can
be implemented using )7’j obtained earlier. In particular, for
each j € [d], we evaluate

Viln—1]+5[n] =1

The smallest index for which this holds is the desired one.
Once this index is found, the corresponding column of (b)
can be opened to identify the unique row where the value is
0, which corresponds to the winning bidder.

If a tie is detected—i.e., if A[1] = 1 from the FSS-based
tie detection step—we repeat the above process by check-
ing whether there exists some j such that ¢; =n — 2, and so
on, until the appropriate value is found. To further improve
efficiency, rather than checking all values linearly, we can
adopt a binary search approach over the possible values of
¢;j €0,...,n—1. Given k tied for the winner, we can change

the previous equation to YX_ y~’j[n —1+1]=1.

8Before reconstruction, all the shares are re-randomized.

4.3 Extension for Anonymizing Bidders

Challenge. We now describe extending the above solution
to provide anonymity for the bidders with respect to the ex-
change. In this setting, the browser ‘B is solely responsible
for selecting the set of active bidders ¥ C ¥* and is the
only party that knows the identities of the bidders in ¥ (as
a set). Introducing anonymity, however, raises challenges in
maintaining bidder credibility. Without safeguards, malicious
actors could impersonate legitimate bidders or submit multi-
ple bids in the same auction. To prevent this, we must ensure:

* The exchange can verify that each bidder is legitimate,
i.e., in V*, via an anonymous credential check.

* The exchange can enforce rate limits, so that each bidder
can submit at most one bid per auction round.

* The browser can validate that parties submitting a bid
are members of the selected set 7 and identify them.

While existing cryptographic primitives can address each
of these requirements in isolation, designing a unified
protocol that satisfies all three simultaneously—while
remaining practically efficient—remains an open challenge.
In particular, the key challenge—and what makes our setting
unique—is that validation is split across two different parties:
the exchange must check global legitimacy (membership
to V*) and enforce rate limits. At the same time, the
browser must validate membership in the selected subset V.
Existing anonymous credential systems are not designed to
accommodate this split trust model.

Our Approach. Obsidian co-designs both the system
architecture and cryptographic protocols. In particular, we
design a lightweight cryptographic protocol in which all three
parties—the browser, exchange, and bidders—communicate
exclusively via the public, anonymous bulletin board 7. Our
core idea is a novel ring signature scheme that allows bidders
to anonymously prove membership in 9*. This requires
a few additional steps at the beginning of the protocol to
obtain the masked bids b; = r; —s; from the bidders in an
anonymized manner. The rest of the protocol is exactly the
same as in Section 4.2.3.

Our protocol begins after the browser B has selected the
set of bidders, denoted by ¥ = pk,,---,pk,, and notified
them through a secure channel. The browser then publishes
commitments to each bidder on the public bulletin board in
the form H(pk;|p;), where each p; is a random bit string of
length determined by the security parameter A. Additionally,
the exchange assigns a unique auction identifier y to every
auction and publicly announces it.

Anonymous Credential Check. This task has two main
objectives. First, the exchange must be convinced that it is
interacting with a legitimate bidder, i.e., someone in 7%,
without learning their specific identity. Second, the exchange



must establish a session key with the bidder for this auction
to securely transmit private information. In particular, the
exchange needs to send its share of [r;]« to the anonymous
bidder and, in turn, obtain the masked bid r; — b;, which
is necessary for the bidder to compute masked bid values
used in forming the final secret shares, as described in
Section 4.2.3. These objectives can be accomplished as
follows. Let R be the set of public keys of all members in 7%,
i.e., R={pk; | ¥} € V*}. Suppose a bidder generates a fresh

ephemeral key pair (pk’,sk’) & KeyGen(pp), and signs pk’
using a ring signature w.r.t R, i.e., & < RS.Sign(R, sk;, pk’).
The bidder then sends (pk’,6) to the exchange. Upon
receiving and verifying the ring signature, the exchange
computes a common secret key for securely communicating
with the anonymous bidder V.

Next, we elaborate on the construction of such a ring signa-
ture, which is similar in spirit to the one in [47]. For ease of
exposition, we describe it only in the context relevant to our
setting, with a formal definition in Appendix A.3. The bidder
V. first computes a PRF evaluation on pk’ using their (static)
secret key sk;, as Y= F (sk;, H(pk’)). Then, the bidder ¥/} is-
sues a commitment to their (static) public key, denoted Compk; ,
and then constructs the following two zero-knowledge proofs:
proof of set-membership in R:

71 = ZK{Open(comyy,) € R}
and proof of correct PRF evaluation:
my = ZKPoK {skily = # (ski, H(pk')), Open(com,,) = g™}

We adopt a specific PRF proposed by Dodis and Yampol-
skiy [36] as its algebraic structure facilitates efficient compo-
sition with ZKPs. This PRF supports efficient verification of
evaluations using bilinear maps, so the above proof can be
reduced to proving the correctness of a single pairing check:

7> = ZK{p = Open(comy, ), e(¢"P) p,7) = e(g,8)}

Thus, T, serves as a signature on pk’ by the party with
the secret key sk;,—i.e., the legitimate owner of pk;.
Combined with the proof of set membership, ©;, which
shows that pk; is one of the valid public keys in R, the
tuple 6 = {com,y,,pk’,T;, 7>} constitutes the desired ring
signature on the message pk’'.

Anonymous Rate-Throttling. The next challenge is to
enforce rate-limiting, ensuring that each bidder can submit at
most one bid per auction, without compromising anonymity.
For this, we associate each bidder with a unique token for
each auction. Each bidder computes a per-auction token as
T = H(sk; || ¥) using there , (static) secret key sk;. Next, they
compute a ZKP of the correct computation:

13 = ZKPoK {ski } T = H(sk; || ¥), Open(comyy,) = gSk"}

The tuple (comyy,,T,73) proves that the token was correctly
generated by the owner of pk;, and enables the exchange to
rate-limit by checking for duplicate tokens.

Authentication. Finally, the browser B needs to au-
thenticate and identify a bidder, i.e., verify that they are
in the set of bidders selected for this round ¥ € V. To
achieve this, each bidder encrypts the opening of their
commitment under the secret key skg; shared with the
browser: 5 <— AE.enc(skg;, Open(comyy,)) and publishes
(c,m) on U. The browser B then decrypts 5 using skg; to
recover the opening of compy, and verifies that the opening
is correct. This establishes a link between the messages
published (Eq. 1) by the bidder and their identity, which is
known only to the browser.
In summary, each bidder publishes the following tuple

(li,Compki7pk/,'Y7T,§,7517752,71:3) (1)

on the anonymous bulletin board U, where l,~9 is a per-auction
identifier assigned by the browser when notifying the bidder
of their selection.

Upon reading this tuple from U, the browser B decrypts
s using skg; to recover the opening of comyy,, verifies it
against the commitment, and then checks the validity of
ZKPs. If all checks pass, it publishes 1) a signed mes-
sage (msg = OK,o(msg,skg)) on U, signaling to the ex-
change that the bidder is valid; and 2) the ciphertext of its
share of the random mask and the corresponding bit string
AE.Enc(skg ;, [ri]3||vs,) using the secret key common with

i

Next, the exchange verifies all ZKPs in the bidder’s tuple.
Upon successful verification, it generates an ephemeral key
pair (sk”,pk”), performs a key agreement protocol using the
bidder’s ephemeral public key pk’, and publishes its random
mask’s share along with the corresponding bit string v,
encrypted under the derived session key. It also includes a
signed message containing pk” to ensure authenticity.

The bidder ¥} then decrypts both shares, [r;]g and [r]«,
reconstructs the full mask r;, and verifies its consistency with
the commitment previously published by the dealer. Upon
successful verification, the bidder computes the masked bid
value a; = b; — r;. This masked bid is then encrypted under
both the session key with the exchange and the shared key
with the browser, and published on the bulletin board. The
remainder of the protocol proceeds exactly as in Section 4.2.3.
Ultimately, only the browser learns the identity of the winner,
as it is the only party that knows the public keys of all the
bidders. To summarize, Fig. 9 and Fig. 10 illustrate the formal
workflow of the online phase with this extension and the
offline phase, respectively.

9This logical ID is a computational optimization that helps the browser
efficiently identify which key to use for decryption, instead of iterating over
all secret keys in /. It has no bearing on the cryptographic security.



Note. We envision that bidder authentication need not be
performed in every single auction. Instead, the browser and
the exchange could randomly select a subset of auctions to
perform the full authentication process. This selective, ran-
domized verification reduces overhead while still providing a
meaningful deterrence against misbehavior.

4.4 Discussion and Security Analysis

Efficiency. Obsidian uses an encoding scheme that decouples
bids from bidder identities. The row-wise and column-wise
computation precisely identifies the winning bid and the win-
ner, without revealing additional information, and only linear
operations are involved. The well-formedness checks can be
entirely offloaded to the offline phase, so Obsidian achieves
malicious security (almost) '° for free in the online stage.
Constant Round Communication. Obsidian incurs a constant-
round communication, independent of both the bid domain
size and the number of bidders. This is enabled by the embar-
rassingly parallel structure of the computation.
General-purpose Algorithm. Our core algorithm can be easily
modified to identify the k-th highest value, while providing
the same privacy guarantees.

We use the simulation paradigm [61] to prove Obsidian’s
security guarantees. The ideal functionality (Fig. 12), formal
theorem (Thm. 3), and full proof are in App. A.S5.

Theorem 1. Obsidian is secure against a static adversary
that can corrupt at most one among the browser, the exchange,
or the dealer, and any number of bidders, guaranteeing:
e Correctness. Only the set of valid bidders selected by
the browser can participate in the auction.
e Privacy of bid values. All parties learn only the second-
highest bid value, and nothing else.
e Privacy of bidder identity. Only the browser learns the
identity of the highest bidder; all other parties learn
nothing about bidder identities.

5 Evaluation

Our evaluation answers the following questions: a) How does
Obsidian perform at different stages of the auction, and how
well does it scale with the number of bidders and bid domains?
b) How well does Obsidian perform against other baseline
systems? ¢) What are the auction throughputs and response
latencies that Obsidian can achieve?

We have implemented Obsidian in 1500+ lines of
Rust code; our implementation and baseline evalua-
tions are open-sourced and available at github.com/archit-
bhatnagar/obsidian-nsdi-ae. For the ZKPs, we use the commit-
and-prove paradigm and use Legosnark [40], Groth-Sahai
proof system [41] and the ZK set-membership proof from
[18]. The typical number of bidders for an auction is between
30 and 50 [15, 69], but we test a wider range from 25 to 100
bidders. The bid prices for online ad auctions typically vary

19The only additional cost over a semi-honest protocol is that the compu-
tation is done over authenticated secret-shares instead of linear secret-shares.

between cents to a dollar [70]; therefore, we benchmark with
bid domains of size up to 10,000 (i.e., 13-bit wide bids), which
can well represent this range with fine step granularity. For
the comparison over WAN, we use TCP sockets to connect
the different parties and use netem to control the network la-
tency. The timing measurements start when bids are received
and end when the auction completes. All experiments are
performed on an Intel Xeon Silver 4310 server with 48 cores.

5.1 Microbenchmarks

We benchmark the three stages of Obsidian: offline precom-
putation, online auction, and credential verification. These
benchmarks set the network latency to zero to measure the
scalability of the system, along two dimensions: a) the num-
ber of bidders (from 50 to 800), and b) the size of the domain
(from 128 to 4096). We double the step size along each di-
mension for experiments, run 1000 trials for each benchmark
with different bids, and report the average. When scaling the
domain size, we set the number of bidders to be 100; when
scaling the number of bidders, we set the domain size to 1024.
Offline stage. The orange, dotted lines in Fig. 4 show the
precomputation time (we parallelize DPF evaluations) and
the communication overheads in the offline stage. We see that
both computation and communication overheads of this stage
scale linearly with the domain size (note that both axes are
log scale), because the cost is dominated by DPF evaluations,
which scale linearly with the domain size. Similarly, the num-
ber of DPF evaluations scales linearly with the number of
bidders; hence the computation time scales linearly (Fig. 4c).
Online auction. The blue, solid lines in Fig. 4 shows the
computation and communication overheads of the online auc-
tion stage—both scale roughly linearly across the number of
bidders and bid domains. This is expected since, as discussed
in Section 4.2.3, the size and the number of DPF shares that
Obsidian needs to compute and communicate are linearly
dependent on the number of bidders and the domain size.
Credential verification. We now benchmark the credential
verification extension, by measuring the total message genera-
tion times for the bidders, browser, and the exchange. Fig. 8c
shows the results. To measure the overheads at the bidder, we
include the time for each bidder to generate the three proofs
(as discussed in Section 4.3), and the setup costs for gener-
ating these proofs (e.g., commitments, encryption, hashing,
and PRF computation). For the browser and the exchange, we
benchmark the overheads incurred per bidder, which are the
verification time of the three proofs. We found that the verifi-
cation adds an overhead of only around 270ms, which is low
enough to be practical. The browser and the exchange can per-
form batched verification for further improvement. As stated
in Section 4.3, we envision that in practice, this verification
will be performed at random instead of for all auctions.

5.2 Comparison Against Baseline Solutions

Next, we compare Obsidian’s performance against the base-
line systems, where auctions occur through TCP sockets over
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Figure 4: Microbenchmarks of Obsidian for the offline and online auction computation stages (without credential verification).
We test its scalability in two dimensions: the number of bidders (from 50 to 800), and the sizes of the domains (from 128 to 4096).
We double the step size along each dimension and repeat each measurement 1000 times and report the average. Furthermore, we
fix the #bidders when scaling the domain size and vice versa. Across all cases, the online auction time is less than 35ms, which is
fast enough to be deployed in a practical online advertising setting.
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a netem-based network with various WAN latencies set by
this tool. We measure the latencies starting from the time
when the bids are received until the auction computation
(without credential verification for Obsidian).

We use the following baseline systems. (i) A recent auc-
tion system, Addax [72], which operates under a weaker (i.e.,
covert) threat model and leaks additional information under
Vickrey auctions (leaks the highest bid value as well). (i) An
MPC framework, MPSPDZ [48], running an efficient sorting
algorithm using MASCOT [49] with the optimal performance
setting (with 4 threads, based on our measurements). (iii) A
homomorphic encryption method, SEAL [8], running the top-
k maxID algorithm [32]. For all systems, we compared the
latencies for performing Vickrey auctions for the same setting
(i.e., domain size, #bidders).

Fig. 5 shows the latency of these systems for different num-
bers of bidders with a fixed domain size, and Fig. 6 shows
the latency for different domain sizes for a fixed number of
bidders. In both cases, we can see that Obsidian outperforms
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Figure 7: Obsidian achieves higher throughput and better
median/99percentile latency than Addax.

MASCOT and SEAL by several orders of magnitude, as these
two solutions use generic MPC and homomorphic encryption
methods, without any specialization to the tasks at hand. Ad-
dax outperforms these generic systems, but still takes longer
than Obsidian to perform these auctions, even though we op-
erate under the stronger, malicious threat model. Moreover,
Addax leaks the highest bid value as well. Aggregating over
these measurements, Obsidian outperforms Addax by 15.4%
on average on 20ms WAN RTT. For instance, consider a repre-
sentative scenario with an RTT of 20ms, 50 bidders, and 1024-
bit domain size, the auction computation for Obsidian takes
only around 158ms to finish; 120ms comes from network la-
tency. Moreover, Obsidian’s performance scales linearly and
has a smaller slope compared to the other systems, because
the number of rounds of communication is independent of the
number of bidders and bid domains. The effect of network
latency on the auction latency is discussed in Appendix A.7.

5.3 Throughput of the exchange

Next, we seek to understand the auction throughput of the
ad exchange, benchmark both Obsidian (without credential
verification) and Addax, which is the system with the clos-
est performance. Since auction systems can easily process
different auctions on different cores in a parallel manner, we
measure the auction throughput and latency for a single core.
We generate a stress-testing trace with different arrival rates,
each with 100 bidders and a bid domain of 1024. The bid in-



MASCOT W Obsidian W SEAL B Addax

102

B Addax
102

10t

Communication Cost (MB)
Communication Cost (MB)

25 100 100

50
Number of Bidders

MASCOT W Obsidian mmmm SEAL

1000 10000 Bidders Browser
Domain Size

414 Commit & Encrypt/Decrypt
400 T (Generation/Verification)
T2 (Generation/Verification)
i (Generation/Verification)

Bidders: Proof Generation
Browser/Exchange: Proof Verification

119

3 51 51

1.876 0.1 0.1
Exchange

Message Generation Time (ms)

o

System Components

(a) Comm. cost vs. #bidders (domain: 1024); (b) Comm. cost vs. domain sizes (100 bid- (c) Message generation time for the pre-

Obsidian outperforms other baselines.

ders); Obsidian outperforms other baselines.

auction bidder credential verification.

Figure 8: WAN communication costs (a and b) and credential verification overhead (c).

puts are held in memory without the effect of network latency
to measure the raw throughput of the ad exchange. Fig. 7
shows the median and 99-percentile latencies for Obsidian
and Addax. For the latter, we use two setups, using the non-
interactive and 2-round interactive (i.e., publisher interacts
with the bidders) settings. Our finding is that the throughput
of Obsidian outperforms Addax by 10x and 4x, respectively,
for these two settings. This is a significant result, given that
Addax targets a much weaker security model (i.e., covert).

6 Discussion

Practical deployment. The offline phase is input-
independent and can be scheduled like background tasks (e.g.,
browser/OS updates) during idle periods, amortized across
many auctions without re-execution until the correlated
randomness pool is exhausted. If the dealer is temporarily
unavailable, the browser and exchange can fall back to a
two-party protocol for correlated randomness generation,
preserving liveness at higher cost.

Domain size & scalability. Obsidian fixes domain size d and
bidder bound » at offline time. In practice, operators can pre-
generate offline material for a small menu of (d,n) pairs and
select the appropriate one per auction at negligible cost. For
large d (e.g., fractional bids), the offline phase dominates but
scales linearly, so operators can expand offline batches during
low-traffic windows to trade storage for latency.

Bulletin board. The board U needs to support public append-
only availability and anonymous write access. For availability,
certificate transparency-style logs [54] are already deployed
at scale. For anonymity, write access can be proxied through
any mix-net or onion-routing layer.

Broader applicability. Obsidian’s MPC protocol is not ad-
specific: the encoding scheme and FSS-based validation ap-
ply to any sealed-bid Vickrey auction where bids are discrete
and bounded. The bidder anonymity extension can be omit-
ted when identities are already authenticated—e.g., in enter-
prise procurement or cloud spot markets, where the auctioneer
knows all participants but still wants bid confidentiality.

7 Related work

Secure auctions. Past work has considered first-price auc-
tions, e.g., using garbled circuit [34], homomorphic encryp-

tion [64], MPC [38, 51], or specialized algorithms [53, 72]
without revealing individual bids. Secure Vickrey auctions
have been studied using homomorphic encryption [16],
MPC [58, 71], and specialized algorithms [45], but they typ-
ically rely on non-collusion assumptions among auction-
eers and only offer weaker guarantees. Auctioneer-free de-
signs enable bidders to jointly compute the auction out-
come [17, 25, 26, 27, 39, 52], but they are not suitable for
the ad ecosystem. Obsidian introduces a practical two-party
auction protocol that provides malicious security.

Ad exchanges. At the pre-auction stage, browser-based solu-
tions can reduce cross-site tracking. Adnostic [67] maintains
a local user profile for client-side ad selection. Google Top-
ics [10] summarizes user interests into coarse-grained topic
IDs. Microsoft PARAKEET [9] uses a trusted intermediary
to anonymize the ad requests. AdVeil [65] and Ibex [71] em-
ploy private information retrieval to hide user interests. Brave
Browser [6] uses on-device machine learning for local ad
selection. In addition, Google Protected Audience API [11]
(previously FLEDGE) enables privacy-preserving retarget-
ing through trusted environments. Post-auction conversion
measurements can also improve privacy by coarse-grained
reporting, and differential privacy to conceal individual data
and reduce re-identification risks [14, 19, 33]; using divisible
e-cash for conversion billing [55] further improves unlinka-
bility. Obsidian specifically focuses on the auction stage, and
the closest work to us, Addax [72] operates under a weaker
(covert) threat model.

8 Conclusion

Obsidian is a secure Vickrey auction protocol in the mali-
cious threat model. Its core contribution is an MPC-friendly
algorithm that hides both losing bids and bidder identities
while computing the outcome. Obsidian is also highly ef-
ficient, outperforming baselines in similar or weaker threat
models, making it practical for real-world use.
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A Appendix
A.1 Obsidian Other Building Blocks

Authenticated Encryption provides confidentiality and in-
tegrity guarantees for messages exchanged between two par-
ties. It consists of a tuple of three algorithms as follows:

k& AE.gen(1%) The key generation algorithm outputs
a private key k where K is the security parameter.

o3l AE.enc(k,x). Encryption takes as input a key k and
a message x, and outputs a ciphertext X.

* x < AE.dec(k,x). Decryption takes as input a ciphertext
and a key and outputs either the original plaintext or a
special error symbol L on failure.

Dodis-Yampolskiy Pseudorandom Function. A pseudo-
random function (PRF) is a deterministic function from a
random seed and an input, such that the output is computa-
tionally indistinguishable from truly random one. The Dodis-

Yampolskiy PRF [36] is defined by y = F(sk,x) = gﬁ
where g is the generator of a bilinear group G of prime or-
der. This is a verifiable PRF which means that e(g* - pk,y) =
e(g,g) where pk = g*%.

Non-interactive Zero-Knowledge Argument of Knowledge.
We use non-interactive zero knowledge argument ZK and
argument of knowledge ZKPoK for a relation &X. For our
purposes, we require the following properties from ZK and
ZKPoK: Perfect completeness; Computational Soundness;
Computational Zero-Knowledge.

A.2 Proof of Lemma 1

Proof. By contradiction. Suppose that the algorithm identi-
fies index j* as the smallest index satisfying ¢ = T (with
T < B—1), but j* is not the correct second-highest bid ac-
cording to the auction semantics. By the definition of en-
coding, c; counts the number of bidders whose bids are at
least j. Therefore, a correct second-highest bid should satisfy

cj~ = T, meaning that exactly T bidders bid at least j*. The
second-highest bid is defined as the largest value with at least
T bidders bidding at least that value but not all B bidders. We
consider the following exhaustive cases:

Case 1. There exists some ;' < j*s.t. ¢y = T. Then, by
construction, the algorithm would have selected ;' before
Jj*—contradicting the assumption that j* was chosen.

Case 2. There exists some j' > j* s.t. ¢y = T. However,
since the encoding function is monotonic decreasing in j, we
have ¢y < ¢;+. But by assumption, ¢+ =T, 50 cp <T. Since
j* is defined as the smallest index satisfying this threshold, j/
cannot be smaller than j*—contradicting our assumption that
7' is the correct second-highest bid.

Case 3. For all j, c; < T. Then by definition, the algorithm
would have already reduced the threshold to a lower value
(e.g. T — 1, T —2, etc.), contradicting the assumption that j*
with threshold 7" was chosen.

In all cases, we arrive at a contradiction. Therefore, the
index j* identified by the algorithm correctly corresponds to
the second-highest bid according to the monotonic encoding
and the auction semantics. O

A.3 Ring Signature Construction

Definition 1 (Unforgeability). Ring signature scheme
(Gen, Sign, Vrfy) is unforgeable if, for any ppt adversary 4
and any polynomial £, the probability that A succeeds in the
following experiment is negligible in K:

1. Keys {(pki,sk;)}i=" are generated by Gen(1). The pub-
d .
lic keys S :ef{pk,-}fl are given to 4.

2. A4 may query an oracle Sign'(-,-,-), where Sign'(R,i,M)
(with pk; € R) outputs Sign(R,sk;,M). (Note that we do
not require R C §.)

3. A4 may also query a corruption oracle Corrupt that on
input i returns sk;. If 4 queries Corrupt(i) then we say
that pk; is corrupted. We let C be the set of corrupted
public keys at the end of the experiment.

4. 4 outputs M*,R*,6*. It succeeds if (1)
Vify(R*,M*,6*) = 1; (2) R* C S\ C; and (3) 4
never queried Sign' (R*,x,M*).

Definition 2 (Anonymity). Ring signature scheme
(Gen, Sign, Vrfy) is anonymous if, for any ppt adversary 4
and any polynomial £, the probability that 4 succeeds in the
following experiment is at most 1/2 + negl(x):

1. Keys {(pki,sk;)}i=" are generated by Gen(1¥) and all
keys (both public and private) are given to 4.

2. A4 outputs a message M, a ring R, and ip,i) € [{].
A uniform b € {0,1} is chosen, and A is given
Sign(R', sk;,,M), where R' = RU{pkj,, pk;, }.

3. A outputs a bit b', and succeeds if b’ = b.



Online Phase: Browser commits to the set of bidders ¥ = pk;, - - -, pk,,, it has chosen as {H(pk;||p;) } where p; is a random bit
string of sufficient length as required by the security parameter A. The exchange announces the auction ID W.
Each bidder V:

* Decides on bid b; € {1,...,d}.

* Generates ephemeral key pair (pk’,sk’) & KeyGen(pp) and computes PRF evaluation: y= ¥ (sk;, H(pk'))

* Issues commitment: compy, = pk; - P+r- Q and generates per-auction token: T = H(sk;||y)

* Encrypts opening of the commitment for browser: 5 <— AE.enc(skg ;, Open(comyy.))

* Constructs zero-knowledge proofs: m; = ZK{Open(comy,) € R}, Ty = ZKPoK{sk;|y= ¥ (sk;,H(pk')), Open(comyy, ) =
g}, m3 = ZKPoK{sk;|t = H(ski||y),Open(compy,) = g*}

* Publishes (/;,comy,pk’,Y,T,5, 71,72, 73) on U

The Browser ‘B:

* Decrypts 5 using sk ; to recover bidder identity, and verifies commitment opening and checks the validity of ZKPs
* If valid, publishes acknowledgment and encrypted share AE.enc(sk, [ri|s||[Va,;) on U

The Exchange ‘E:

 Verifies all ZKPs 71,7, 73 for anonymous credential validation

* Checks token t© = H(sk;||y) for rate-limiting (no duplicates per auction )

* Generates ephemeral key pair (sk”,pk”) and establishes a session key with bidder using pk’

* Publishes encryption of [r;]z|[V;) under common secret key sk ; (session key along with signed pk”)

Again each bidder V,:

* Decrypts the ciphertexts to obtain 7;, Vg ;, V£ ; and check consistency with the dealer’s commitment H(r;|[vg ||V ), aborts
if check fails
» Computes masked bid a; = b; — r; and publishes the encryption of a; under sk ; and skg, ; (session key)

Browser ‘B and Exchange ‘E:

* Map bid shares to corresponding DPF expansions: For each bidder i, decrypt to get a; and shift previously generated DPF

expansions to get (fy,.1) : (%i[j]) = (vi[(j +ai) mod d])
« Convert to shares of the bid encoding(3;) = (E(b;)): (3:[1]) = (i[1]) , Gulj]) = Gili — 1)) + GilJj]),J € [2,4d]

» Compute the second-highest bid: Compute share of column-wise sums: (¢;) =Y;_, (J«[j]) for j=1,...,d
+ Convert each (c;) to the corresponding DPF expansion using :

— Re-randomize shares and reveal offset: (1;) = () — (c;), and shift vectors: (¥';[{]) = (¥;[(/ +1;) mod (n+1)])

d
j=1

— Re-randomize shares, reveal offset: (1x) = (r}/) — (s), shift (37 [I]) = (}/[({ + 1) mod (n+ 1)]), evaluate A[1].
If no tie (h[1] = 0): compute §';[n — 1] +¥[n] and find j* = min{; : ¥';[n — 1]+ ¥[n] > 1}
If tie detected (h[1] = 1): repeat with threshold n —2,n — 3, ... using binary search

* Detect ties: convert (s) = Y5_; ;[n — 1] to DPF expansion (h):

Identify auction winner:

* For each row k, re-randomize shares and reveal (J;[j*])
* Handle ties by random selection among all k with 3 [/*] =0

Figure 9: Online protocol description: additional steps required for anonymizing the bidders are colored in red.




Parameters: Number of bidders n, bid domain {1,...,d}, finite field F.
Output: Auction winner k* and second-highest bid j*.
Parties: Bidders {1/, ..., ¥} }, Browser ‘B, Ad Exchange ‘E, Dealer D (preprocessing only).

Setup Phase:

* All parties authenticate via PKI and key agreement: skg; and sk ; for each bidder 7} € V*
¢ Public parameters: pp & KA .param(A), field F and setup anonymous bulletin board U accessible to all parties

Offline Phase:
Dealer D:

* Samples a global MAC key a € [ as two calls to Frang one with the browser and the other with the exchange
* For each bidder i € [n], samples random masks r; € [d] with two calls to Frang as before

* Generates FSS key pairs for f;, 1 and their MACs: (KZ,KZ) <& FSS.gen(1*,r;, 1), (K%, KZ,) < FSS.gen(1%, ;)

(VAR VA
* Generates another set of keys (K’MKE) & Fss. gen(1*,7,1), (K2 . KZ ) & FSS.gen(1* 7, ) over domain [n+ 1] for

? ]3 o, j’ o, j ) ]3
column sum processing, r s are randomly chosen as before
» Generates another set of keys (K%, K%) & FSS.gen(1*,7/,1), (ng, K(fk) & FSS.gen(1*,7/, ) over domain [n] for tie
I
detection, r,’{’ s are randomly chosen as before
* Distributes keys and secret shares {[ri] 3, [r] 3, [r{]3, (0] 3} to B and {[ri]z, [r}]z,[r{]z, [} to E and publishes com,, =
H(ri||Vs,|[vz,i) on the bulletin board

Browser ‘B and Exchange ‘E:
 Expands DPF shares for all keys y {FSS eval All( £ ))} (©) _ {FSS.evalAll(K<G-))} foro e {@ f}
« y© = {FSS.evalAll(KS )},my = {FSS.evalAll(K® ))} and y/®) = {FSS.evalAll(K' ; N}myl©) =

{FSS.evalAll(Kmk)} ,foroc e {B,E}
* Execute malicious sketching protocol to verify:

- KS, ) K'°) form shares of well-formed DPFs; [ri]o form shares of the DPF indices & MAC correctness: my; = o+ y;

’O(l

Figure 10: Obsidian: Protocol Description (Setup + Offline)




RS.GenParam(1¥)

* Generate the parameters of the PRF F pPP# <i
PRF.param(1¥)

* Generate the parameters for the keys (G,g) &
KA. .param(1¥)

* Generate the parameters of the ZKP system pp;, &
ZKP.setup(1¥)

Output pp = (ppy, G,8,PPx)

RS.KeyGen(pp)

* Parse pp = (pps, G, 8, PPr)

* Generate a pair of keys (sk, pk) & KA.gen(1¥)
Output. (sk,pk)

RS.Sign(m, R, sk, pp)
» Parse pp = (Ppgra G,8,PPr)
* Parse R = {pky,---,pk,}
o If g & R, then return |

* Generate a commitment compx where pk = g

Compute y = F (sk,m)

Generate the following ZKPs

19| = ZK{Open(comyy) €
R}, m = ZKPoK{sk|y =
F (sk,m), KA. valid(Open(compy),sk) = 1}

Output. m,6 = (y,m;,7,)

RS.Verify(m,c,R)
* Parse 6 = (y,m1,7,)

e If 1y and 7, are valid set b =1, else b =0

Output. b

Figure 11: New Ring Signature Scheme
Theorem 2. The construction in Fig. 11 is a ring signature.

Proof. The unforgeability of the scheme follows from the
pseudo randomness of the PRF and the zero-knowledge prop-
erty of the ZKPoK ;. In particular, an adversary who forges
a signature for some ring R of uncorrupted keys, we can use
the knowledge extractor of the ZKPoK to extract sk such
that KA .Public(sk) € R for some uncorrupted party i. That
is, the adversary is able to find a private key for some uncor-

rupted party, which happens with negligible probability. The
anonymity of the scheme follows similarly. O

A.4 Sketching Scheme

To ensure malicious security against the ill-formed FSS keys,
we employ a sketching scheme to verify the correctness of
these keys. Over a DPF lookup of size d = 2¥, the browser
and the exchange evaluate vectors y and m,, of length d. The
scheme has two primary objectives: verification should al-
ways succeed for well-formed keys, and malformed vectors
y or my should be accepted with only negligible probability.
The input shares are constructed over a finite field F = 2™,
for some m. We employ the following linear sketch matrix
LeZp:

ayy aip - dig
[— | %21 @2 - a2
asy| aszp -+ Azg
asl a4p - d4gq

For each i € [d], the entries a; j, a2, are sampled uniformly
from Zjs (in implementation, B and ‘£ share PRG seeds to
generate these values), a3 ; = ay;-az; (mod F), and as; =
i — 1. The intuition behind this construction is clarified in
Eq. 4. This matrix requires generation only once and can
be reused throughout the protocol unless a party aborts. Let
Ly1,Ly, L3, L4 represent the rows of L.

Verification. Define z; = (L;,y) € F for j =1,2,3,4. Fur-
thermore, let z* = (L;,m,) € F. Note that each party only
holds a share of these values, i.e., y (and thus each z;) is secret
shared over F between B and ‘E. The parties then evaluate
the following expression (within MPC) and check if the value
(as an element of F) is equal to O:

(ZIZ2*Z3)+(Z4*1’);O 2)
(az1—2°) 20 3)

The browser and exchange run this verification over MPC and
use this verification to check correct/incorrect keys.

Completeness. The completeness of this sketching scheme
is pretty intuitive. For honestly generated correlated random-
ness, (z4 — r) by the construction of the DPF scheme equals
zero (the DPF outputs 1 at r). At the same time, since y is of
hamming weight one, the first term is zero:

a2 —23 =Yy ariaxi(yf —yi)+ Y. ariaj(yiy;) =0 (4)
i i#]

, where the first term is zero because each y; € {0, 1} and
the second term is zero because if at most one of y;,y; is non-
zero for any pair of distinct 7, j. Thus, each term equals zero
for Eq. 2. Moreover, the verification Eq. 3 is valid by honest
construction.

Correctness. The correctness of the protocol is easy to
follow from the correctness of the DPF:

uli] = y[i+x] #0iffi+x=r



A.5 Security Analysis

in Fig. 12. The input /; corresponds to the initial set of bidders
identified by the browser B. However, participation is not
restricted—any entity can choose to join via the anonymous
bulletin board, which is captured by I». The input /3 represents
the subset of bidders that the browser ultimately approves.
Note that B is permitted to exclude some bidders from /; as
well.!! Finally, I; represents the set of approved bidders who
actually submit bids and are included in the auction. This
allows the bidders flexibility to drop out before the auction.
We use the simulation paradigm [61] to prove Obsidian’s
security guarantees (Appendix A.6):

Ideal Functionality

Initialization. All bidders are associated with a
unique, logical ID.
Functionality

¢ Receives a set of IDs I; from the browser

¢ Receives a set of IDs I, of all bidders who want
to participate in the auction

* Outputs ||

¢ Send I, to the browser

* Receive asetof IDs I3 s.t. s C {L,N1;}

* Outputs |I3]

¢ Receives bids from bidders in Iy C I3

* Outputs |/4]

¢ Send I4 to the browser

* Runs the Vickrey auction algorithm on the bids

» Sends the value of the second-highest bid and
the ID of the bidder with the highest bid to the
browser

 Sends the value of the second-highest bid to the
exchange.

Figure 12: Ideal Functionality: Fopsidian

A.6 Proof of Theorem 3

Theorem 3. Assume the ZKPs are Perfect Special Honest-
Verifier Zero-Knowledge, i.e., they can be faked by a simulator,
His a random oracle, F is a PRF, and AE is a semantically

1t is straightforward to enforce that all valid bidders from /; be retained
by requiring the browser to provide a ZKP that any rejected bidder’s public
key is not part of the originally committed list. We do not enforce this here,
as we allow the browser full discretion in selecting the final set of bidders.

secure encryption. Then Obsidian achieves the ideal function-
ality given by Figure 12 against a static adversary corrupting
one out of the browser, exchange, and the dealer, and any
number of bidders.

Proof. Honest Browser and Exchange. We first consider
the case with only malicious users. First, the simulator cre-
ates a simulated browser and exchange to interact with the
adversarial bidders, and then extracts the sk from the ZKPoK.
For each bidder 4 with a valid submission, the simulated
browser computes sk ; and encrypts a random value (r},7})
and sends it to the bidder. For each bidder with a valid sub-
mission, the simulated exchange will sample an ephemeral
key pair (pk”,sk”), and encrypt a random value (r5,75) with
the new secret key and sends it to the bidder. Let 4 be the hash
the dealer submitted. The simulator reprograms the random
oracle such that H(r} + ||t} ||T}) = h.

Hybrids. Let H be the view of the adversary and output of the
protocol in the real world. Let #; be the output with the zero
knowledge proof extractions performed. This is indistinguish-
able by the security of the zero-knowledge proof system. Let
H, be H; but with the simulated browser instead of the real
one and the real exchange altered to think the public key pk
key generated by the simulated browser is the public key of
the real browser. We now show #4 is indistinguishable from
. Note that the set of bidders receiving a reply is exactly the
same in both cases as the simulated browser verifies proofs
the same way and is told by the ideal functionality who the
real browser would drop. Next, let 74 be the view in the ideal
world. 4 is with high probability equal to %5 because of the
security of the secret-shares and the associated MAC checks,
and FSS.

Malicious Browser. Offline Phase. We construct a simula-
tor Sim as follows. Sim invokes Frang to get random values
for [at]o, []1, []o, [r]1- Sim generates the DPF keys honestly
and sends a share of [or] and K? K2 to 4. Sim also runs
Iobsidian internally to simulate the exchange and the dealer.
With the internal run, Sim proceeds to complete the malicious
sketch with 4. If the check fails, Sim sends abort to the ideal
functionality Fobsidian-

Online Phase. The simulator has access to the random oracle
and hence, knows the set of bidders the browser has selected
for the current auction. It forwards this to the ideal function-
ality. We assume all honest bidders chosen for a particular
auction will always participate. From the calls to the random
oracle, it identifies the set of honest and legitimate bidders
who have been selected for the auction {pk,---,pk.},¢ <n.
For each honest bidder, it simulates 5§ = m @ k, creates a com-
mitment for pk using the mask m, and sends the commitment,
s and a randomly chosen Vv to the browser. The simulator can
then reprogram the random oracle such that H(skg ;||V) = k.
The simulator also sends a random value as the masked bid
to the browser. During reveal, the simulator can create the
consistent values from the output of the functionality.
Hybrids. Let Hy be the adversary’s view in the real world.



Let %, be the output after reprogramming the random oracle.
This is indistinguishable since the oracle is random. Let 75
be #H; but with the simulated exchange instead of the real one.
H is indistinguishable from %, because of the security of
the encryption scheme and zero-knowledge proofs. Let H;
be the view in the ideal world. #5 is with high probability
equal to 75 because of the security of the secret-shares and
the associated MAC checks, and FSS.

Malicious Exchange. The simulator behaves the same way
as that in the offline phase.

Online Phase. The simulator gets the count of the num-
ber of messages received from the ideal functionality, and
computes how many of them are honest—denoted as k.
Next it selects a set of k public keys at random from V*\
{public keys of corrupt bidders}, commits to them and sim-
ulates the messages and ZKP for the exchange by correctly
generating the pk’s. If the ideal functionality aborts at any
time, it sends abort to the adversary.

Hybrids. Let Hy be the view of the adversary in the real world.
Let 7 be the output with the ring signatures replaced by
signatures on the random set of public keys. This is indis-
tinguishable by the anonymity of ring signatures. Let %5 be
H, but with the simulated browser instead of the real one.
In particular, the public key pky key generated by the sim-
ulated browser is the public key of the real browser. Since,
the simulator aborts if the ideal functionality aborts, # is
indistinguishable from %5. Let 74 be the view in the ideal
world. 4 is with high probability equal to #5 because of the
security of the secret-shares and the associated MAC checks,
and FSS.

Malicious Dealer. Sim invokes Frang= to get random values
for ap, 01, 7, 71. It receives shares of ar and the DPF keys
from A4. If the shares are invalid, Sim sends abort to the ideal
functionality.

600 mmm Addax
Obsidian

20 ms 40 ms 60 ms 80 ms
Network round trip latency (ms)

O

Time (ms)
N
o
o
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Figure 13: Auction latency for different network latencies
(100 bidders, 1024 bid domain)

A.7 Effect of Network Latency

We further evaluated the effect of network latency on the
overall latency of the auction. Given the closest comparison
is with Addax [72], we primarily compare Obsidian for an
auction with 100 bidders and a bid domain of 1024 in Fig 13.

Observably, the auction latency Obsidian scales linearly with
network latency, is consistently lower than Addax, and even
with 80 ms round-trip latency, is less than 500 ms.
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